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Introduction to the Technical Specifications Manual

This manual provides information abdoardware, software, andetwork configurationsfor
running various testing applicatis provided by American Institutes for Research (AIR).

TheSystem Requirements for Online Testisig the minimum hardware and software
requirements for online testingensure your hardware complies with those requirements
before undertaking the taskdescribedn this manual.

Manual Content
This guide contains the following sections:

1 Section |Network Configuration and Testingrovides information aboutonfiguring
networks aml lists helpful networking diagnostic tools

1 Section IIHardwareConfiguration provides guidanceegardingthe proper infrastructure
for printers and wireless access poi(\WAP)

1 Section llISoftwareConfiguration outlines configurations for operating systenaegktop,
laptop, and mobilg

1 Section IYTextto-Speech Requirementeutlines configurations for enablirtgxt-to-
speech(TTS}kettings on desktop operating systenisis section alstists thevoice packs
recognized by the Securedvser on those operating systems

f  Appendix AURLs Provided by AIRA & (i &RLEhatw@d be whitelisted in your
firewalls

1 Appendix BTechnology Coordinator Checklibsts the activities required to prepare a
facility for online testing.

1 Appendix CScheduling Online Testingrovides a worksheet for estimating thequired
time to administer an online test.

1 Appendix DUser Supportexplains how to contact the help desk.
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Document Conventions

Tablel describes the conventions appearing in this user guide.

Tablel. Document Conventions

Element Description

R Note: This symbol accompanies helpful information or reminders.

A Warning: This symbol accompanies information regarding actions that may cause loss of
data.

Caution: This symbol accompanies information regarding conflicting or incorrect
configurations.

m> Tip: This symbol accompanies advice about performing a task efficiently.

text Boldface indicates an item you click or a drop-down list selection.

filename Monospaced text indicates a directory, filename, or text you enter in a field or at the
command line.

Intended Audience

This publication is intended for technology coordinatasponsible foconfiguring the
KFENRgIFINBZ a2F0gl NBX YR ySig2N]Yohsfiouldbeda OK22f Q&
familiar with thefollowing concepts

1 Networking Bandwidth, firewallswhitelisting,and proxy servers

1 Configuring operating system<Control Panel iwwindows,System Preferences Mac,
Settings in i0ORYNnd theLinux command line.

1 Configuringveb browsers Settings in Chrome, Safaaind Firefox

Other Resources

9 For informaton about supported operating systensge theSystem Requirements for
Online Testing
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1 Fa information about installing Secured@vsers,seethe Secure Browser Installation
Manual

1 For information about securing a computer before a test session, se€edtédAdministrator
User Guide

1 For information about supported hardware and software for Braille testing as well as
information about configuring JAWS&eethe Braille Requirements and Testing Manual

Theabove resources as well as test admirabn manuals and user guiddsr other systems
are available on th&/yomingAssessmeniortal (http://wyoassessment.ory



Section I.Network Configuration and Testing

YournetworR@2 Yy FA AdzNF GA2Y KlFa | aAaAIYyATHADI)Y G AYLI OO
performance An improperly configured network can slaw5 {r&€3@onsiveness, and possibly

AYLI OG aidROYIGE QF & DE NB™E ffllioving sektigns fraiNdglidance

on properlyconfiguiing your network,andlist popular tooldor diagnosinghetwork

bottlenecks

Network Configuration

This section provides guidance or requirements pertaining to netwodandigurations for
online testing

Guidance for Determining Required Bandwidth

Bandwidth is the measure 6f Y S (i dapaniflyofuiilization usually measured in terms of
bits per secondYournetwork should havenoughbandwidthto supportonline testingat the
required performance leveFor examplgif a testing program requires that web browsers
display test items within 10 secondfter sendinga request, then the network must have
enough bandwidth to support that requirement.

In an online testing environmentte followingfactors contribute tadetermining therequired
bandwidth:

1 Number of Students Simultaneously Testng\s the number of students testing at one
time increasesthe required bandwidthalso increases.

| Size of the Test ContentThe size oaitestQ & O 2sydétebnyinéd by twdactors: (1khe
number of items on the test and (#)e average size of each item. The more items a test
contains and the larger the average test item, the higher the bandwidth requirement for a
given test. For examplgpme writing tests have @w quesionsto which the student
composes a response, and these tests are small. In contrast, some science tests have
animationsor simulations these tests are large

1 Hubs or Switches LAN performance can be hinderathenhubs are used instead of
switches. A hulbroadcass signals from various network devices to propagate across the
network, potentially saturating the network and causing traffic competitionlata
collisionsIf you use hubs, ensure they have enough bandwidth to handi@tbpagation.

f ISPRouter C2NJ LYGSNYySiG ySiteg2Nj1azx GKS vYzad O02YyYzy
connection, which typically operates at speeds of between 1.5M bits per second and 100M
bits per second. Network administrators should spend time prior to test administration
determining if their Internet infrastructure has the capacity to accommodatdine testing
at the required performance level
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1 Encryptiort Encryptionat WAPYWireless Access Pointapy contributeto bandwidth
usage. If you use encryptipansurethe WAPdave enough bandwidtto prevent
degradation of performance

f RequiredResponseTimet 2 KSy | ySig2N] Qa o y &manRolidata Ol yy 2 (
requested by clients, latency starts to accumulate and the students experience delays.
9y & dzZNB & 2 dzMbwydd is BighNfoda to Support the required response times
between the browsers and the servers.

Table2 displays the estimatedverage bandwidth el by the SecurerBwser for testing.
When designing your network for online testing, ensure that the availaaitelwidthcan
support these values.

Table 2. Average Bandwidth Used by Secure Browser for Testing

Number of Students Testing
Concurrently in School or
Building

Average Estimated Bandwidth
Consumed During
Subsequent Startup of Secure
Browser?

Average Estimated Bandwidth
Consumed During Testing®

1 8K bits/second 51 15K bits/second
50 400K bits/second 25071 750K bits/second
(0.251 0.75M bits/second)
100 800K bits/second 50071 1500K bits/second

(0.51 1.5M bits/second)

a Bandwidth consumed when opening the Secure Browser and accessing an assessment for the first
time is significantly more than when opening the Secure Browser and accessing an assessment
subsequently. This is because the initial launch of the Secure Browser downloads non-secure
cacheable content (not test content) that can be immediately accessed upon opening the Secure

Browser later.

b The values in this column are based on averages from tests in a variety of subjects.

Required Ports andProtocols

Table3 lists the ports and protocols used by thest Delivery SysterBnsure thatall content
filters, firewalls, and proxy servease openaccordingly

Table 3. Ports and Protocols for Test Delivery System

Port/Protocol Purpose
80/TCP HTTP (initial connection only)
443/TCP HTTPS (secure connection)
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Whitelisting Test Site URLS

LT GKS aoOK22fQa FA{GSNAYy3I aeaidsSy KlLa omRiK Ayl
sites ee URLs foffesting Sites Y dzad 6S GKAGSEA&A0SR Ay 020K TFACf
documentation for specific instructions. Aldme sure to whitelist these URLs in any multilayer

filtering system (such as local and global layers).

Configuration for Domain Name Resolution

Appendix AURLs Providedby /IR f Aatia GKS R2YIFAY VYHestB@ F2NJ ! L\
applications Ensurethe testing machinebave access to a server that can resolve those names.

Configuring Session Timeouts

Session timeouts on proxy servers and other devices should be set to values greater than the
averageime it takes a student tgarticipate in a test session & complete a given testor
example, if your school determines that students will test im@@ute sessions, then consider
setting the session timeout to 65 or 70 minutes

Data Caching

Data caching is a technique by @K 'y AYGSNXYSRAIFIGS aSNBSNI OKSO1
requests instead of a downstream server. Wigida caching ia good strategy in some

situations, its overhead detrimental in the online testing environment. Ensure all

intermediate networkelements, such as proxy servers, do not cache data.

Configuring Quality of Serviceand Traffic Shaping

If your testingnetwork includesdevicesthat perform traffic shaping, packet prioritization, or
Quality of ServicéQoS)ensurethe URL3SN Appendix AURLS Provided by AliRavehigh
priority.

Configuring for Certificate Revocations

I LwQa aSNISNBE LINE A S ylie follo#iNdisacFoRs@lisoiisS tvetliodsusedk S Of A
to check those certificates for revocation.

Certificate Revocation List

To use a certificate revocation list, ensure your firewalls allow thehttRi/crl.verisign.com/.
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Online Certificate Status Protocol

To use the Online Certificate Status Protocol (OCSP), ensure your firewallthalldomain
names listed iMTable4. The values in the Patteed column are preferrethecausahey are
more robust.

Table 4. Domain Names for OCSP

Patterned Fully Qualified

* thawte.com oscp.thawte.com

* . geotrust.com oscp.geotrust.com

* Ws.symantec.com oscp.ws.symantec.com

If your firewall is configured toheck onlyP addressesio the following

1. Getthe current list of OCSP IP addresses from Symantec. The list is available at
https://www.symantec.com/content/en/us/enterprise/other_resources/OCSP_Upgrade
New IP_Addresses.txt

2. Add theretrievedIP addresses to yotirewallQ & ¢ K Boin@ feplageiny existingP
addresses.

Blocking DeviceTouch Input Using the Group Policy Editor

Some tablets and devices have Touch features that may need to be disabled before H#ting.
following procedure describes how to disaliihe Touch featuren these devicessing the
Group Policy Editor:

1. Type gpedit.msc in thBearchhox on theStartmenu. The_ocal Group Policy Editor
window appears

| Local Group Policy Edita = a7

File Action View Help
€5 FHE=HE

= Local Computer Policy | Local Computer Policy
4 [ Computer Configura

3 Software Settings
Z Windows Settingg & Computer Configuration
. [7] Administrative Te %, User Configuration
a & User Configuration
- [] Software Settings
- [ Windows Setting
. | Administrative T¢

Select an item to view its description.  Mame

2. Navigate toComputer ConfiguratiohAdministrator TemplatesWindows Components


https://www.symantec.com/content/en/us/enterprise/other_resources/OCSP_Upgrade_-_New_IP_Addresses.txt
https://www.symantec.com/content/en/us/enterprise/other_resources/OCSP_Upgrade_-_New_IP_Addresses.txt
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File Action View Help
e 2@ =z HEl T

= Local Computer Policy
a A Computer Configuration
» [ Software Settings

> [ Windows Settings

4 [ | Administrative Templates
| Control Panel

w1 MNetwork
“| Printers
> [ System
4| | Windows Components

| ActiveX Installer Service
~| Application Compatibility
~| AutoPlay Policies
> [ | Backup
Biometrics

» || BitLocker Drive Encryption

| Credential User Interface
Desktop Gadgets
> || Desktop Window Manager
| Digital Locker
Event Forwarding
> Event Log Service

4 T |

»

m

Windows Components

Select an itern to view its description.

»

Setting
| ActiveX Installer Service
| Application Compatibility

m

= AutoPlay Policies

| Backup

| Biometrics

"I BitLocker Drive Encryption
| Credential User Interface
| Desktop Gadgets

| Desktop Window Manager
"I Digital Locker

| Event Forwarding

| Event Log Service

| Event Viewer

| Game Explorer

“I HomeGroup

"I Internet Explorer

"I Internet Information Services

"1l nratinn and Sencnre
1| i | +

\ Extended /{Standard /

3. Scroll down to thél'ablet PGolder, then selectnput Panel. The following screen

displays.

=/ Local Group Palicy Editor

=[S [ |

~| Security Center
Shutdown Options

Srnart Card

Sound Recorder

4 || TabletPC

| Accessories

Cursors

~| Handwriting perscnali
| Hardware Buttons

~| Input Panel

~| Pen Flicks Learning

| Pen UX Behaviors

| Tablet PC Pen Training—

m

~| Touch Input

Task Scheduler

_| Windows Anytime Upgrac
Windows Calendar

~| Windows Color System

~1 Windows Customer Exper

< . | 3

File Action Wiew Help
o= | HE) =] .4
» | Remote Desktop Services = Setting = State
* E::rz:eds 1i=] Turn off tolerant and Z-shaped scratch-out gestures Mot configured

1i2] Turn off password security in Input Panel

\iz] Turn off AutoComplete integration with Input Panel
=] Switch to the Simplified Chinese (PRC) gestures

\i=| Prevent Input Panel tab from appearing

=] Include rarely used Chinese, Kanji, or Hanja characters
\iz| For touch input, don't show the Input Panel icon

|i=] For tablet pen input, don't show the Input Panel icon
|iz| Disable text prediction

4 | 11}

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended )\Standard

9 setting(s)

4. Enable the following items in th@ettingcolumn:
a. Turn off AutoComplete integration with Input Panel
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Prevent Input Panel tab from appearing

b.
c. C2NJ (ot SiG LISy )\yLszu-JEonRzyQij a
d. C2NJ (2dzOK Ay LlzjuEPaRoAQl a K2 g

e. Disable text prediction

K
1 K

(/))NJ

5. To enable an item in thBettingcolumn, doubleclick on that item. The following screen

will display that will allow you to eitde or disable your selected item as required.

A Turmn off AutoComplete integration with Input Panel

[T (-

E} Turn off AutoComplete integration with Input Panel

Previcus Setting | | Mext Setting |

@ Mot Configured Comment:
Enabled
Disabled
Supported on: At |east Windows Vista
Cptions: Help:

Turns off the integration of application auto complete lists with
Tablet PC Input Panel in applications where this behawvior is
awvailable.

Tablet PC Input Panel is a Tablet PC accessory that enables you
to use handwriting or an on-screen keyboard to enter text,
symbols, numbers, or keyboard shortcuts.

If you enable this pelicy, application auto complete lists will
never appear next to Input Panel. Users will not be able to
configure this setting in the Input Panel Options dialog box.

I you disable this poelicy, application auto complete lists will
appear next to Input Panel in applications where the functionality
is available. Users will not be able to configure this setting in the
Input Panel Options dialog bozx.

If you do not configure this policy, application autoe complete
lists will appear next to Input Panel in applications where the
functionality is available. Users will be able to configure this
setting on the Text completion tab in Input Panel Options.

oK | [ cancel

6. SelectEnabled and clickOK
7. Closethe Local Group Policy Editevindow.

Configuring Network Settings for Online Testing

Local Area Network (LAN) settings on testing machines should be agtoimatically detect

network settings.

To set LAN settings to autietect on Windows machines:

1.

2.

OpenControl Panel
Openinternet Options
ClickConnectiongab.

ClickLAN Settings

Click theAutomatically detect settingcheckbox.
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6. ClickOKto closeLocal Aea Network (LAN) Settingsindow.
7. ClickOKto closelnternet Propertieswindow.
8. CloseControl Panel
To set LAN settings to autletect on Mac machines:
1. OpenSystem Preferences
2. OpenNetwork.
3. SelectEthernetfor wired connections oWiFifor wireless connections.
4. ClickAdvanced
5. ClickProxiestab.
6. ClickAuto Proxy Discovergheckbox.
7. ClickOKto close window.
8. ClickApplyto closeNetwork window.
9. CloseSystem Preferences
To set LAN settings to autletect on Linux machines:
1. OpenSystemSettings
2. OpenNetwork.
3. SelectNetwork Proxy
4. From theMethod dropdown, seleciNone.

5. ClickXto closeNetwork window.

Network Diagnostic Tools

You should do gerformance analysis gfour networkinginfrastructure to identify any
bottlenecksthat may impact test performanc@he choice ofdiagnostic tool depends on the
operating systemunningthe toolz (0 KS vy S {i 4 2 Njechhidalkhbwletige anNdheal 2 NI &
desired level of network analysi&number of network diagnostic tookre availat#, as

described in the following sections

10
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A | RNeswvork/Bandwidth Diagnostic Tool

AIR provides a diagnostic tool that can be directly accessed frostuldentpracticetest login
page

1. On thepracticetest loginpage, cliclRun DiagnosticsTheDiagnosic Screerpageopens
2. In the Network Diagnosticsection, select a test.

3. Select the approximate number of students who may take that & sine time

4. ClickRun Network Diagnostics Tests

Thetool displaysyour current upload and download speed as well as a general idea of whether
you can reliably test the number of studentsu entered in ste@. Youmay want to run this

test several times throughout the day to verify that your upload and download speeds remain
relatively consistent.

Windows-Specific Tools
PRTG Traffic Grapher

PRTGwww.paessler.com/prtymonitors bandwidth usage and other network parameters via
{AYLX S bSGg2N] al yl3ISYSyd tNRG202t o{batod L
freeware version is available.

NTttcp

NTttcp(https://gallery.technet.microsoft.com/NTttcfYersion528Now-f8b12769 is a
multithreaded, asynchronous application that sends and receives data between two or more
endpoints and reports the network performance for the duration of trensfer.

Pathping

Pathping is a network utility included in Windows. It combines the functionalitiyeofing and
tracert commandsby providing details of the path between two hosts gridgnf A { S adl G A &
for each node in the path based on samplesstakver a time period.

Mac-Specific Tools

Network Utility.app
This tool is built intdvlac OS

Multi -Platform Tools
Wireshark

Wireshark(www.wireshark.orgis a network protocol analyzer. It has a large feature set and
runs on most platforms including Windowdac, and Linux.
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TCPDump

TCBump (http://sourceforge.net/projects/tcpdump is a common packet dfer that runs
from the command linen LinuxandMac. It canintercept and display data packets being
transmitted or received over a network. A WindowersionWinDump is available
(www.winpcap.org/windumpy.

Ping, NSLookup, Netstat, Traceroute

This is a set of standard UNIX network utilities. Versions of these utilities are included in Linux,
Windows, andMac.

Iperf

Iperf (http://sourceforge.net/projects/iperf)) measures maximum TCP bandwidth, allowing the
tuning of various parameters and User Datagram Protocol (UDP) characteristics. Iperf reports
bandwidth, delay jitterand datagram loss.

12
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Section Il. Hardware Configuration

This section provide®pologyguidance for printers an®VAPsIt also provides a reference for
hardware configurationshiat support Braille testing.

Connections betweerPrinters and Computers

Test Administrators can print test session information and approve st@d@guests to print

stimuli or test items (for students with the priun-request accommodationNevertheles, to

maintaina secure test environmenthe Test Administratad® & O 2 ¥hioiddbeSdhihected to

a single local or network printer in the testing ropamd onlyi KS ¢ Said ! RYAY A & NI
computer should have accessttmt printer.

Wireless Networkingand Determining the Number of Wireless

Access Points

Wireless networking standards have evolved over the years, with the following being the most

commonly deployed:

1 802.11ac has a theoretical throughput of up to 1G bits per second.

1 802.11n has &roughput of up to 300M bits per second.

802.119g has a theoretical throughput of up to 54M bits per second.

1 802.11b has a theoretical throughput of 11M bits per second.

The recommended number of devices supported by a single wireless connection depends on
the standard used for the connection. The two most common networking standards are
802.11g (54Mbps) and 802.11n (300Mbpas}bles lists recommendationfor network

topology in which the WAP provides 802.11g and the testing devices provide 802021tln

or a mixture of the twoRefer to your WAP documentation for specific recommendations and
guidelines for these or other standards.

Table 5. Recommended Ratios of Devices to Wireless Access Points

Testing Device

Ratio of Devices to 802.11g WAP

Ratio of Devices to 802.11n WAP

802.11n

802.11g 20 40
802.11n 20 40
Mix of 802.11g and 20 401 50 (depending on the mix of

wireless cards used)

Recommendations for 802.11ac routers are under investigation.

13
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Regardless of the number of WAPSs, each should be configured to use WPA2/AES data
encryption.

Hardware for Braille Testing

For information about Braille hardware and software requirements, refer toBtalle
Requirementslocument on theWyoming AssessmenbRal (http://wyoassessment.or}y

14
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Section lll. Software Configuration

This section descrilsdhow to configure theoperating systems and web browsdos online
testing

Configuring Commercially Available Browsers

This section describes how to configure commercially available broSkreme, Safargnd
Firefox)for online testing.

Enabling Pop-Up Windows
Il LwQa aeaidsSya LINRPJARS AYyT
i K

2 NJY luiir@lgfs. Therefére 3 | 3 6 a
enablepopdzL) 6 Ay R26a 2V 24S ¢

N
S60 oNRgaSNR dzaiy3a |
The following list describes how to enable pgp windows on many browsers. If yoorowser

is not on this list, consult its user documentation.

Enabling Pop-Up Windows for All Domains

The following instructions enable pamp windows forall domains If you prefer to limit popup
windowd (2 2yt e (K2 admdng sa tifedstrdctibBsYhErallivg ®@étp
Windowsonly for AIR domains

1 Firefox(Windows) Tools > Options > ContentctearBlock popup windows (Firefox on
Macand Linux is similar.)

1 Chrome:Menu > Settings > Show advanced settings (at the bottom of the screen) > Privacy
> Content Settings > Pagps >markAllow all sites to show popups.

1 Chrome browser on Android tabletdvienu > Settings > Advancedantent Settings >
Block popups >clear checkbox.

9 Safari:Safari >learBlock PopUp Windows
{ iOSSafari Settings > Safari > Block Paps (toggldi 2 a2 F)Fé¢ Y2 RS

Enabling Pop-Up Windows only for AIR domains

You can allow popip windows only fromd Lswldinains The following list describes how to
enabledomainspecific popup windows on many browsers. If your browser is not on this list,
consult its user documentatior he list ofAIRdomainsto use in these instructionsppeasin
Appendix AURLSs Provided by AIR

1 Firefox:Tools > Options > Content > cliekceptions Enterdomain namesnd selectllow
for each
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1 Chrome:Menu > Settings > Show advanced settings (at the bottom of the screen) > Privacy
> Content Settings > Payps > clicManage ExceptionsEnter thedomain namesnd
selectAllow for each.

I Safariand iOS SafarN/A

1 Chrome on Android tabletsN/A

Optimal Installation Scenariofor Secure Browsers

TheSecure Browser Installation Manuatludes several options for installing the Secure

Browser. Some of these options describe installing the Secure Browseshamead network

drive from which students would run the Browser. However, there aignificant drawbacks in

this method. Running the Secure Browser from a shared network drive creates contention
FY2y3 GKS addzRSydaQ Of AISAW @andwidtrOaKdisiaged drive2/O) (i ¢ 2
This performance impact can be avoided by installing the Secure Browser locally on each
machine AIR strongly discourages the use of network shared drive installation for $aeure
Browser, as this setup can compromise thtability and performance of the browser,

especially during peak testing times.

Configuring Windows for Online Testing

This sectiordescribes how to configure Windows for online testing

Disabling FastUser Switching

Microsoft Windows T, 8 8.1, and 1Qhaa | '4&CSI NIG{ ¢ A (i OK A afi@vémore ghani dzNB
one user to be logged in at the same time. This is a security risk because students can
potentially start a new Windows session during the test andthagesession to searcthe

Internet for answersThe following sections describe how to disable Fast User Switching for
different versions of Windows.
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Disabling Fast User Switching in Windows7

Software Configuration

This section describes how to disable Fast User Switching under Windotes @grocess is

similar for later vesions of Windows.

Option A: Access the Group Policy Editor

The following procedure describes how to disadst User Switching using the Group Policy
Editor.You can alsoconfigureFastUser Swvitching through the registry. See Opti@nbelow for

instructions.

1. ClickStart, typegpedit.msc in the search box
The Local Group Policy Editor window appe

2. Navigate to_ocal Computer Policy >
Computer Configuration > Administrative

Templates > System > Logon

3. DoubleclickHide entry points for Fast User

Switching

4. SelectEnabled and clickOK

5. Close thd_ocalGroup Policyditorwindow.

‘ ‘ | gpedit.msc|

Ly, EO o Nwl P Nl

-/ Local Group Policy Editor

[E=S|EeR =5

~ Logon

Select anitem to view its description.

s at user log
[i£] Always wait for the netwark at computer startup and logon
] Always use custom logon background

on

* |\ Bxtended  Standard

11 setting(s)

A Hide entry points for Fast User Switching

= = s

[} Hide entry points for Fast User Switching reviows Seting | [ Next Sering

Mot Configured ~ Comment:

@ Enabled

Disabled
Supported on: At east Windows Vista

17
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Option B: Access the Registry

The following procedure describes how to disafdst User Switching using the Windows
registry.

1. ClickStart, typeregeditexe in the Start
Searchdialog box, and predsnter.

| regedit.exe x |

-~ = o N w x|V P e

2. Navigate {OHKEY_LOCAL_ MACHINESOFTWARE
Microsoft > Windows > CurrentVersion >
Policies > System.

3. Rightclick theSystemfolder.

4. ClickNew, DWORD (3bit) value.

5. TypeHideFastUserSwitching and press Enter——

Edit DWORD (32-bit) Value ==
6. Doubleclick theHideFastUserSwitchingalue.| vaie name:
HideFast LiserSwitching
7. IntheValue datafield, enter1. e Rase
i (1| ) @ Hexadecimal
8. dickOK ) Decimal
9. Close the Registry Editor. [ ok || cancel

Disabling FastUser Switching in Windows8.0 and 8.1

The following procedure describes how to disafdst User Switching underWindows 8.0 and
8.1.

1. Inthe Search charm, typmedit.msc . Apps
Doubleclick the gpedit icoq in the_ App_s g v
gzgiThe Local Group Policy Editor windo —— WGW%_WN —

e 2@ Hz Y

2. Navigate toComputer Configuration >
Administrative Templates > System >

Logon.

3. In the Setting pane, doublelickHide entry
points for Fast User Switching

15 sefting(s)
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4. SeleCEnabledand then CliClOK A Hide entry points for Fast User Switching EL—M

[E] Hide entry points for Fast User Switching PErS— Frasy

Supported o p least Windows Vista

Options: Help:

This policy setting allows you to hide th
Logen Ul, the Start menu and the Ta

5. In the Search charntype run. The Run dialc
box opers.

Run I&I

|

Type the name of a program, folder, document, or Internet
resource, and Windows will epen it for you.

gl

6. Enter the commandpupdate /force  into
the text box and then clic®K (Notethe Open: | gpupdate /force v
space before the backslagh

oK ] | Cancel | | Browse...

7. The commandvindow opers. When you se¢ CAWindows\system32\gpupdate.exe | el
the message&omputer Policy update has e : :
completed successfully , this will be your
notification thatWindowshassuccessfully
disabledFastUser Switching.

Disabling Task Manager

The Windows Task Manager allows users to switch to applications running in the background.
This is a security risk because students can switch to other applications while running the
Secure Browser. The following sections desdniine to disable the Task dhager.
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Disabling Task Manager using the Local Group Policy Editor

This section describes how to disabite Task Manageausing the Local Group Policy Editor.
Note: Computersunning Windows 7 Home Edition cannot access the Local Group Policy Editor
and should disable the Task Manager using the Registry Editor, as shown below.

1. Open theStart Menu

2. Typegpedit.mscand hitEnter. TheLocal Group Policy Editavindow will open.

3. Navigate toUser ConfiguratiohAdministrative TemplatesSystem Ctrl+Alt+Del Options
4. DoubleclickRemove Task ManagemTheRemove Task Manage&vindow will open.

5. ClickEnable

6. ClickOK

Disabling the Task Manager using the Registry Editor
This setion descibes how to disable the Task Manager using the Registry Editor.
1. Open theStart Menu

2. Typeregedit.exeand hit enter. ThdRegistry Editomindow will open.

3. Navigate to
HKEY_CURRENT_USeiRware\ Microsoft\ Windows\ CurrentVersion Policiesd System

4. DoubleclickDisableTaskMgr
5. Change the value data tb

6. ClickOK

Installing Windows Media Pack for Windows 8.1 N and KN

Some versions of Windows 8.1 are not shipped with media software installed. As a result, you
may need to install software® enablestudents to listen to and record audio as well as watch
videos.

Microsoft provides additional information as well as a download package for computers with
the following Windows 8.1 versions:

1 Windows 8.1 N
1 Windows 8.1 N/K with Bing

1 Windows 8.1 Enterprise N
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f Windows 8.1 Pro N
1 Windows 8.1 Pro N/K for EDU

AIR encourages downloading this software and ensuring it works with sample websites and
video and audio filesnor to installing the Windows Securedsvser. Installation instructions
are providledorm A ONRPa2F (i Qa R2gyf2FIR LI 3So

Microsoft Resources:

1 About the Media Feature Pack for Windows 8.1 N and Windows 8.1 KN Editions: April 2014
(http://support.microsoft.com/kb/2929699/erus)

9 Download Media Feature Pafie N and KN Versions of Windows 8.1
(http://www.microsoft.com/en-us/download/details.aspx?id=425D3

Configuring ZoomText to Recognize the Secure Browser

When displaying a test with a prisize accommodation above 4xagnification the Secure
Browser automatically enters streamlined mode. If you want to retain the standard layfaat
test but displayit with a print magnification above ¥ then consider using ZoomTeaxia
magnification and screereading softvare thatyou can use with the Securedvser.Use the
following procedure teensure ZoomText recognizes the Secu@\Ber.

1. If ZoomText is running, close it.

2. In the Windows Explorer, go to the installation directory for your version of ZoomText. For
example, if yolhave ZoomText version 10.1:

0 Go toC:\ Program Files (x86)  \ ZoomText 10.1 \ (Windows 64bit)
0 Go toC:\ Program Files \ ZoomText 10.1 \ (Windows32-bit).
3. In atext editor, open the fil@oomTextConfig .xml .

4. Search for line containing the2DPatch property, similarto the following:
<Property name="D2DPatch" value ="*,~dwm,~firefox,~thunderbird"/>
5. Inthevalue attribute, aRR G KS LINBFAE TFaddbed2dzNJ aidl 6SQa

<Property nhame="D2DPatch" value
="* ~dwm,~firefox,~ xxsecurebrowser,~thunderbird"/>

6. Save the file, and restart ZoomText.

21
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Touch Keyboard on Microsoft Surface Pro Tablet

Some Surface Pro users accessing the touch keyboard are seeing the touch keyboard disappear
when they click outside a tébox or when they type an answer into a text box and then click

next. The keyboard fails to reappear when users click back inside the next text box. To avoid
these issues, users must set the touch keyboard to automatically show up.

To set the touch keyboa to automatically show up

1. Go toSettings(keyboard shortcutWindows + )

{é‘} SETTINGS I Find a setting |

= &y w4 |

System Devices Network & Internet Personalization
Display, notifications, Bluetooth, printers, Wi-Fi, airplane mode, Background, lock
apps, power mouse VPN screen, colors

L o C -

Accounts Time & language Ease of Access Privacy
Your account, sync Speech, region, date Narrator, magnifier, Location, camera
settings, work, family high contrast

.._. Windows Central
e ————————

2. Go toDevices> Typing

3. Scroll down and toggle oAutomatically show the touch keyboard in windowed apps
when there's no keyboard attachéa your device
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£33 DEVICES | Find a setting |

Touch keyboard

Printers & scanners

Play key sounds as | type

Connected devices
@ on

Bluetooth Capitalize the first letter of each sentence
@ on

Mouse & touchpad

Use all uppercase letters when | double-tap Shift
|W"9 @ o
Pen Add the standard keyboard layout as a touch keyboard option
@ off
AutoPlay

Automatically show the touch keyboard in windowed apps when
there's no keyboard attached to your device

@ on

I..‘ Windows Central

Disabling Two-finger Scrolling Featurein HP Notebooks with Synaptics
TouchPad

The trackpad software on the HP stream notebooks can causgetheeBrowser to close and

RAALIE Fe |y aSY@ANRYYSYy(d y20 aSO0dz2NB¢ SNNEBNXP ¢K
advaned trackpad features such as saradl gesturewith the trackpad. The Synaptics

Touchpad driver is the driver that allows full use of all features of the trackipadvoid this

error and the closing of th&ecureBrowser, disable the TouchPado-finger <rollingFeature.

To disablehe TouchPad feature in HP notebooks with Synaptics TouchPad:

1. Click the Start menu(@), and then typenousen the search field.
2. SelectMousefrom the list of options.

3. Click theDevice Settinggab.
4. From theDeviceslist, selectSynaptics LuxPad V7.5 and then cliclSettings...
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|BLﬁonsIPoﬂeu|Porteermu|Wheei|: i !DeviceSeﬂings
Synaptics Pointing Device - v16.3.9 10Jan13

Devices:
| Enabled | Name [ Pot |
Synaptics TouchStyk V2.0 on PS/2 Port 0 PS/2
Synaptics TouchStyk Buttons V2.0 on PS/2 Port O PS/2
s Synaptics LicPad V7.5 on PS/2 Port 3 P5/2
Synaptics LuxPad Buttons V7.5 on PS/2 Port 3 PS/2

-~ Tray lcon
"~ Remove tray icon from taskbar
& Static tray icon in taskbar

" Animated tray icon in taskbar

[ ok ][ GComeel || 2oy

5. UncheckTwo-Finger Scrolling.

4 4 MRFrge Getes ?
o Twa-Frger Sosieg
7| Prch 200

Retatrg

Three Frger Press

. Theoe Firger Fick

7 Sonlng

Portrg

PaimCheck Erbanced

7 Tagorg

7 Butors

/. Erable Edge Swpee

Overview

6. ClickClose and then cliclOK.
7. IntheMouse Propertieswindow, click Apply.

Disabling Automatic Volume Reduction

A feature in Windows automatically lowers miutes the volume of some apps if Windows
detects audio recording. This section describes how to disable automatic volume reduction.

To disable automatic volume reduction:
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1. Open theStart Menu

2. Open theControl Panel

3. SelectSound TheSoundwindow will open.
4. Select theCommunicationdab.

5, .8 RSTldA G GKS 2LIiA2y (2 GwSRdz0S GKS @2f dzv S
this to Do nothing

6. SelectOK

Configuring Mac for Online Testing

This section desibes how to configure Mafor online testing.

Disabling Exposé orSpaces

Mac OSX 109 and laterincludesan Exposé oBpaces feature that allows running more than

one desktop session. This is a security risk because students can potentially start a new desktop
session during the test, and utieat session to searctine Internet for answers. The following
procedure explais how to disabl&Exposé oSpaces oMac OS(You can disable Spaces quickly
from the command line; seBisabling Spaces and Applicaticaunches from the Command

Linefor details.)

To disabl€Exposé oBpaces:

1. Choose Apple menuSystem Preferences . Finder File Edit View G'o‘

About This Mac
Software Update...
App Store...

System Preferences...

2. (ickKeyboard The Keyboard window
opens

Keyboard

3. Click theKeyboard Shortcut®r Shortcuts
tab. F.x.,;-e,“_x_uull-!a_!.f_!ﬂ( Keyboard Shortcuts )
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4. In the left panel, clicissionControl. The ¥ Mission Control
right panellistsall Mission Control options Move left a space

Move right a space

5. In the right panel¢lear the following Switch to Desktop 1

checkboxes
0 Move left a space
0 Move right a space

0 Switch to Desktop 1

6. Return to the System Preferences windo < =
an d C I I CH\/I ISS I O n CO ntro | T h e M ISS I O n Mission Coqtroll gives you an overview of all your open wvir}dow.s, thumbnails of yo
Contr0| W| ndOW Opens ) ™= screen applications, and Dashboard, all arranged in a unified view.
Automatically rearrange Spaces based on most recent use
7 . I n th e top part of th e W| nd0W1 ensu re tha1 :r:i:j::::::: ::;::I:::on, switch to a Space with open windows for the applic
all checkboxes are cleared. In tdeyboard Displays have separate Spaces
and Mouse Shortcutsection, set all drop sl = =
down lists to #' (as necessary). s i et e s e
Mission Control: - [T | V]
Application windows: - 1] | ]
Show Desktop: - |V ]
Show Dashboard: - | T | T

(for additional choices press Shift, Control, Option, or Command)

Hot Corners...

To reenableExposé oSpaces, follow stedk4, and mark the boxes for spaces.

Disabling Application Launchesfrom Function Keys

When students use the Secureddvser for testing, the Test Delivery System conducts regular

checks to ensure that other applications are not open. These checks help maintain the integrity
of the secure test evironment.

Starting with OX versions 1@.and later, sme Mac computers arfactory configured to

launch iTunes and other applications fmgssinghe function keys (e.g., F8) on the keyboalfd.

a studentaccidentallypresses the function key, the Secun®Bser assumes thatfarbidden

F LILJX AOF A2y Aada NHzyyAy3 | yR LI dzaSa thekuSeof i dzRS Yy
function keys to launchpplicatiors.

Thefollowinginstructions are based o0®SX10.9 similarinstructionsapply for other versions
of Mac OS(You can disable application launches quickly from the command lin®isabling
Spaces and Applicatidraunches from the Command Lifoz details.)
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Todisable application launches frafiunction keys

® 0C stem Preferences
1. Choose Apple menuSystem Preference o i a

[« > ][ Showal |

Personal

2. In System Preferences, cli€kyboard The i & M @ I o @ @
Keyboard window opens

Control

Hardware

> , = 0
CDs &DVDs  Displays Energy. Mouse Trackpad  Print & Scan Sound
Saver

Text  Shortcuts  Input Sources |

3. Inthe Keyboard windownarkUse allF1,
F2, etckeys as standard function keys

Key Repeat Delay Until Repeat

If you need to launch iTunes or another W ‘
application, press thén key and then press o slow o e et
the deSIred funCtlon key Th|S Comblnat|0n ! (™ Use all F1, F2, etc. keys as standard function keys

i I i i i When this option is selected, press the Fn key to use the special
launch the application(Doing so while takinc When this option is selected,
a test causethe Secue Bowserto pause the
test ) E‘]'Adjust keyboard brightness in low light

Turn off when computer is not used for:

5 secs 10 secs 30 secs 1 min 5 mins Mever

E‘]'Show Keyboard & Character Viewers in menu bar

Disabling Updates toThird -Party Apps

Updates to hird-party apps may include components that compromise the testing
environment.This section describes how to disabjedates to thirdparty apps

The following instructions are based on ®30.9; similar instructions apply for other versions
of Mac OS

To disablaipdates to thirdparty apps
1. Logini 2 (KS addzRSyidQ:

The App Store keeps OS X and apps from the App Store up to date.
2. Choose Apple menuSystem Preferences @A"f:mafjca‘;v hecforupdes
. lownload newly available updates in the backgroun
TheSystem Preferenceadialog box pens. ‘ : g

Install app updates
lglnsta\l system data files and security updates

3. OICk App Store TheApp StoreNlndOW Automatically download apps purchased on other Macs
opens.

4. Mark Automatically check for updates
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5. ClearDownload newly available updates in the background
6. Clearlnstall appupdates

7. MarkInstall system data files and security updates

Disabling Updates to iTunes

Updates to iTunes may be incompatible witle S2cureBrowser. This section describes how to
disable updates to iTunes.

The following instructions are based on ®30.9; similar instructions apply for other versions
of Mac OS

To disablaipdates to iTunes
1. Logini2 GKS &aiddzRSyiQz

2. StartiTunes
3. SelectiTunes > Prefereces

4. Under theAdvarced tab, clearCheck for
new software updates automatically

5. ClickOK
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